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Presenter
Presentation Notes
This presentation addresses the technical challenges, benefits, limitations, and SER results associated with the implementation of on-chip ECC in a 65nm 72Mb SigmaQuad and SigmaDDR family of SRAMs.


=

% Taking Ownership of SER

« ECCis commonly utilized with SRAMs in data-
critical applications.

* Increasingly rare for SRAM controllers to be
designed “in house”.

« Availability of 3rd party controllers is limited, and
they often do not support ECC.

« On-chip ECC removes the burden from the
controller, and can increase SRAM utilization
efficiency.
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Error Correction Code, or ECC, is commonly utilized with SRAMs in applications where data corruption via SER events is not easily tolerated.  Typically, the ECC algorithms detect and correct single bit data errors.  In some instances they can also detect multi-bit errors, depending on the type of algorithm used and the number of data bits allocated to ECC.

Traditionally, in environments that require high data integrity, the ECC error detection and correction algorithms have been implemented in custom ASIC- and FPGA-based memory controllers.

However, it has become increasingly rare for such controllers to be designed in-house, due to cost, resource, and time-to market constraints.

Unfortunately, the availability of 3rd party, off-the-shelf SRAM controllers designed for the commercial market is quite limited, and those that are available often do not support ECC functionality, leaving SER-sensitive SRAM users in a difficult situation.

Bringing the ECC on-chip resolves the issue by removing the burden from the controller, thereby simplifying custom controller design and maximizing 3rd party controller options for the application.  It also provides some utilization and efficiency benefits, which will be explained shortly.


Implementation Overview

« Hamming Code algorithm.
e Single-bit error detection and correction.

 Implemented across the 18b DDR data word
transmitted on each external 9b byte lane.

« 5 parity bits per 18 data bits.

Clock
D[8'0] Byte Lane #1 1st 9b of 2nd9%bof |  5b parity per 18b of
: 18b of DDR data BL #1 data BL #1 data BL #1 data
D[17'9] Byte Lane #2 1st 9b of 2nd%of | ~ 5b parity per 18b of
) 18b of DDR data BL #2 data BL #2 data BL #2 data
D[26:18] Byte Lane #3 1st 9b of 2nd 9b of 5b parity per 18b of
) 18b of DDR data BL #3 data BL #3 data BL #3 data
D[35'27] Byte Lane #4 1st 9b of 2nd 9b of Sb parity per 18b of
) 18b of DDR data BL #4 data BL #4 data BL #4 data

COMMITMENT INNOVATION SPEED



Presenter
Presentation Notes
The ECC implementation utilizes a single-bit error detection and correction Hamming Code algorithm, which will also be explained in more detail shortly.   Note that the algorithm neither detects nor corrects multi-bit errors.

ECC is implemented independently on each external 9-bit data bus (that is, on each 9-bit data byte lane), across the entire 18-bit DDR data word transmitted on the bus, as illustrated in the diagram.  For example, a x36 part has 4 such 9-bit busses, and a x18 part has 2 such 9-bit busses.

The ECC implementation utilizes an additional 5 parity bits per 18 data bits.  Of which, it should be noted, only the 18 data bits are visible to the user.


Efficiency Benefits

On Chip ECC External ECC
18b ECC 72b ECC 36b ECC 18b ECC
X36 part|x18 part|x36 part|x18 part|x36 part|x18 part|x36 part|x18 part
Data a"DCEFEd for ECC none none 7b 12b 6b 20b 10b
(min)
Working Data (max) 72b 36b 65b 60b 30b 52b 26b
n/a

Associated Efficiency 100% 90% 83% 72%
Min Write Unit Without

Read-Modify-Write 18b 72b 36b 18b
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As mentioned earlier, the on-chip ECC provides some efficiency benefits over an external ECC implementation.  

With external ECC, some number of data bits associated with each Read and Write operation must be allocated for the ECC parity bits.  The specific number of ECC parity bits needed depends on the size of the data quantum you want to protect.  

For example, if you protect a 72-bit quantum with external ECC, then you need to allocate at least 7 of those 72-bits of data to ECC – approximately 10% - leaving 65-bits for working data.  In that case, 90% of each data quantum can be used for working data, but the minimum unit of data that can be written without requiring a Read-Modify-Write series of operations is 72-bits - 4 times larger than with on-chip ECC, which protects an 18-bit quantum). That could have a non-negligible impact on the effective bandwidth of the part, depending on how frequently data units less than 72-bits must be written in the application.

Or, if you protect an 18-bit quantum with external ECC (like the on-chip ECC does), then you need to allocate at least 5 of those 18-bits of data to ECC – approximately 28% - leaving 13-bits for working data.  In that case, the minimum unit of data that can be written without requiring a Read-Modify-Write series of operations is 18-bits - the same as with on-chip ECC, but then only 72% of each data quantum can be used for working data.

Whereas, with on-chip ECC, the minimum unit of data that can be written without requiring a Read-Modify-Write series of operations is 18-bits, and 100% of each data quantum can be used for working data.


Hamming Code Write Logic

Bit Position ..... 112|3|4(5|6|7|8(9|10/11|12(13|14|15|16{17|18|19|20(21|22|23
P1|P2|D1|P3|D2|D3|D4|P4|D5|D6|D7|D8|D9|D10|D11| P5 |D12|D13|D14|D15{D16{D17(D18
Write Data
/o ECO bits 0 1/11/0 1/0/1/0(1/0]1 0O/1(0/1|0(1|1
ECC P1 0 0 1 0 1 1 1 1 0 0 0 1
ECC P2 0|0 110 0|1 0|1 110 11
ECC P3 1/1/11|0 01|01 1/0/1|1
ECC P4 0[{1/0(1/0]|1/0/(1
ECC P5 0/{0|1(0|1]/0|1(1
Write Data
W/ ECC bits 0(0|0(1/1/1/0/0|2/0/|2/0/|2/0|2/0|0]1|0]1|01]|12
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Next, let’s take a look at how the Hamming Code algorithm encodes the ECC parity bits during write operations.

The 18 data bits and 5 parity bits together form a 23-bit string, indicated in the first header row of the table.    Each parity bit, P1 to P5, is generated by a specific and unique combination of data bits, forming a parity bit group.  The value of each parity bit generates Even Parity across its associated parity bit group.

Each data bit is utilized in a unique combination of two or more parity bit groups, determined by its numerical position in the 23-bit string.  For example, in the table, data bit D9 is in bit position 13 in the string.  “13” in binary form is the 5-bit code “01101”.  If you assign that 5-bit code to parity bits P5 to P1 respectively, the 1s in the code indicate in which parity bit groups D9 should be utilized – i.e. P4, P3, and P1, as you can see is the case for D9 in the table.

Each parity bit is only utilized in the single parity group that contains itself.  Consequently, they occupy the 2-to-the-n bit positions in the string (1, 2, 4, 8, and 16). 

The net result of the algorithm is that, when one of those 23 bits has an error (say, flipped by an SER event), a unique 5 bit code is generated by the parity bits to identify which bit is in error. 


Hamming Code Read Logic

Bit Position ..... 1(2(3(4|5|6|7|8|9(10]{11]|12|13|14(15|16|17|18|19(20[21(22|23| &/ 1or
Code
P1|P2|D1|P3|D2|D3|D4|P4|D5|D6|D7|D8|D9 [D10{D11|P5 [D12{D13|{D14|D15(D16(D17|D18 (ECn)
Read Data
w/ ECC bits 00/0}1(1/{2/0/0{2(0|2/0(0|0}1/0/01/0|2/0|1 /1
before correction
Check P1 (EC1) |0| |O 1| |0 1 1| |0 1| |0o| |o| |O 1 1
Check P2 (EC2) 0(0 110 01 01 110 111 0O
Check P3 (EC3) 1(1]11]0 0/0|0|1 1(0(1]1] 1
Check P4 (EC4) 0/1/0|1|0|0|0|1 1
Check P5 (EC5) o|o|1/0|1(/0|1|1]| O
Read Data
w/o ECC bits 0 1/1/0 1/0/1|0 0|1 0(1/0/1|/0]|1|1
after correction
COMMITMENT INNOVATION SPEED
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Now, let’s take a look at how the Hamming Code algorithm detects and corrects single bit errors during read operations.

During read operations, each parity bit group is checked for Even Parity.  The result of the check generates a single bit Error Code for each of the 5 bit groups, labeled ECn at the right side of the table.  ECn = 0 if the parity is Even (as it should be if there are no single-bit errors in the bit group), and ECn = 1 if the parity is Odd (as it would be if there is a single-bit error in the bit group).

Consequently, when all 5 Error Code bits are equal to 0, it indicates no single-bit error occurred at any of the 23 bit positions.

The example in the table shows data bit D9 having an error (compared to what was shown in the Write example on the previous slide), which generates a 5 bit binary Error Code, EC5 to EC1, equal to “01101”, which equals 13 decimal.  Which indicates a single-bit error occurred at Bit Position 13 in the 23-bit string, i.e. on data bit D9, as it should.  D9 is then corrected - that is, inverted - before being read out.

Note that if the 5 bit Error Code indicates a single bit error on a parity bit, the information is essentially ignored since it means the data itself was uncorrupted (the algorithm assumes essentially no multi-bit errors).



Multi-Bit Errors

 Multi-bit errors cannot be detected or corrected.

« SRAM architecture substantially reduces multi-bit
error probability.

Bit Lines

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21

““““““““
. 1 E1 F 2 E2 F
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As mentioned, the Hamming Code algorithm neither detects nor corrects multi-bit errors.  We chose this particular algorithm because it requires the fewest number of parity bits per any given length data word (in this case, 5 parity bits per 18b data bits).  

Had we chosen an algorithm that also detects multi-bits errors, it would have required an additional parity bit, and therefore would have increased die size, and ultimately, the cost of the devices.  Which, after careful consideration, we deemed unnecessary.  Because, the SRAM array is deliberately architected to substantially reduce the probability of multi-bit errors.  

Specifically, the 23 total data + parity bits comprising each ECC-controlled data word are physically separated by at least 16 bit columns, as illustrated in the diagram.  For example, bits A1 and A2 are part of the same data word, bits B1 and B2 are part of the same data word, etc.

Consequently, SER events that cause multi-cell upsets very rarely result in multi-bit errors in a single data word.  For example, if an SER event upsets A1 through J1 on the left side of the drawing, each of those bits belongs to a different data word, and no multi-bit errors occur.  

Essentially, an SER event must be strong enough to corrupt at least 17 columns of data in order to cause a multi-bit error.  And based on the SER testing we’ve done on many different products over many years, the percentage of SER events that strong is very low – much less than 1%.


ECC Impact on Die Size

Single 18Mb/23Mb Memory Quadrant Layouts
5Mb  45Mb  45Mb  45Mb  45Mb

4.5Mb  4.625Mb
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Let’s now take a look at the ECC impact on die size.

The drawing on the left shows the layout of one quadrant of the 72Mb die with no ECC bits.  As you can see, the quadrant comprises 4 pairs of data “banks”, shaded different colors, each pair comprising 4.5Mb.

Ideally, we would like to have placed the ECC parity bits associated with each pair of data banks directly above the data banks.  However, that would have made the die too large in the vertical direction to fit one of the packages we needed to use for the part.  So, we had to add the ECC bits such that it increased the die size predominantly in the horizontal direction, not the vertical direction.

One option we considered (the drawing in the middle) was to group all of the ECC parity bits into their own pair of banks.  But, that would have required a single pair of banks comprising 5Mb, which would have extended 11% further in the vertical direction than each of the data banks, as you can see in the middle drawing.  Although that would have still fit the package, it left a lot of unused space above the data banks, as you can see, so it was not optimal.  It would have increased the die size by ~27%.

The other option we considered, and ultimately implemented (the drawing on the right), was to group 4.5Mb of the ECC parity bits into their own pair of banks, with the remaining half Mb distributed at the bottom of each data bank pair (1/8th of a Mb per pair).  This implementation required some rather complex decode logic in order to correctly associate all of the parity bits with their corresponding data bits.  But, it provided a more optimal die size, increasing it by only 18% rather than 27%.

Ultimately, the die size increased by 18% to accommodate 28% more bits; that is, 5 additional Mb of parity memory per 18Mb of data memory.


S

@ ECC Impact on Performance

 Implemented with Dynamic XOR logic.
« ~30% faster than Static.
« ~20% less power consumption than Static.

 Adds ~500ps to total Read Latency.

COMMITMENT INNOVATION SPEED



Presenter
Presentation Notes
Now let’s take a look at the ECC impact on performance.

First off, the ECC has no performance impact on Write operations.  Write operation are buffered internally over several cycles before they are executed in the memory array, and we simply generated the ECC parity bits between two of the stages in the Write Buffer.  This may or may not have required us to add an additional Write Buffer stage (I don’t recall now), but since the number of Write Buffer stages has no impact on device performance, it doesn’t really matter.

However, the ECC does have a performance impact on Read operations.  Specifically, the logic needed to detect and correct a bit error after the data has been read from the memory array directly impacts the Read Latency of the device – that is, the time from address input to read data output.  Although there are multiple pipeline stages between address input and read data output, those pipeline stages had to be defined to accommodate the ECC logic.

We evaluated two approaches to implementing the Exclusive-OR logic needed to generate the ECC Error Code bits during the Read operation – a static approach and dynamic approach.  I’m not going to go into the details, but ultimately the dynamic XOR logic proved to be ~30% faster than the static XOR logic, AND consumed ~20% less power.  So it was the obvious choice, although it was rather more complex to implement.

Ultimately, the ECC logic added about 500ps to the total Read Latency of the device.  Even so, we were still able to achieve a Read Latency of approximately 4.2ns.


Test Methodology

Test Methodology Block Diagram

18

b 18 - 5 Data
’ “| ECC [T Memory |22
(Xor) WPM _OD_ (X 18) ECC&(XOI')
Write ECn
_|: Decoding ﬁ !
Error
WDM_OD_ Parity 5 g, Co[rec_tion 0 18
. 0 5 | Memory [ P1-P5 ! 2 ? Q
+ 1 (X5) 1
RPM
WPM
ECBY
Test Mode Function
WDM Write Data Memory only
WPM Write Parity Memory only
RPM Read Parity Memory only
ECBY Bypass Error Correction
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With the advent of on-chip ECC comes the responsibility to test and verify it.  Consequently, 4 special Test Modes were implemented in the design, that provide the ability to:

Write the Data Memory only.
Write the Parity Memory only.
Read the Parity Memory only.
Bypass the Error Correction logic in the read path.

By using different combinations of these 4 test modes, we can:

Verify all of the Data Memory bits, via:�Normal Write, then�Normal Read, with Bypass Error Correction enabled.
Verify all of the Parity Memory bits, via:�Write Parity Memory only, then�Read Parity Memory only, with Bypass Error Correction enabled.
Check that ECC Parity Bits are encoded correctly during Writes, via:�Normal Write, then�Read Parity Memory only, with Bypass Error Correction enabled.
Check that the ECC corrects single data bit errors, via:�Normal Write, then �Write Data Memory only, changing one data bit from what was written previously without changing the parity bits, to effectively induce a single Data Bit error, then �Normal Read to verify the data bit error was corrected properly.
Check that a single parity bit error doesn’t affect data bits, via:�Normal Write, then �Read Parity Memory only, with Bypass Error Correction enabled, to see the 5 correctly encoded parity bit values, then �Write Parity Memory only, changing one parity bit from what was read previously without changing the data bits, to effectively induce a single Parity Bit error, then �Normal Read, to verify the data bits are correct and unaffected by the parity bit error.


SER Cosmic Ray Testing

« Conducted by IRoC
Technologies

e Conducted at LANSCE
WNR facility in Los
Alamos, NM
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Now let’s move on to the SER testing and results.

Accelerated SER cosmic ray testing was conducted by iRoC Technologies, at the Los Alamos Neutron Science Center’s Weapons Neutron Research facility in Los Alamos, New Mexico.

The photo on the right shows a typical test bench setup in front of the neutron beam.

The testing was performed with the ECC enabled and disable, in order to compare the results of both cases.


Accelerated SER Results
65nm 72Mb SigmaQuad/DDR

Cosmic Ray FIT Values at Sea Level, New York City

Eccoff | 567 | 305 | 262 0
ECC On 0 0 0 0

FIT rate values are per Mbit per 10° hours, and represent 95% confidence level.
SEU = Single-Event Upset (SBU + MCU)
SBU = Single-Bit Upset
MCU = Multi-Cell Upset
SEFI = Single-Event Functional Interrupt
SEL = Single-Event Latch-up
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And here are the accelerated SER results.

The FIT Rate values listed are per Mbit per 109 hours at New York City, and represent a 95% confidence level.
A plus-minus accuracy value is listed for non-zero FIT Rates. 

With ECC disabled, the total Single Event Upset was 567 FITs, comprising a single-bit upset FIT rate of 305, and a multi-cell upset FIT rate of 262.

Note that you can’t determine from the ECC disable data listed what percentage of the multi-cell upsets, if any, resulted in multi-bit upsets in the same data word.

With ECC enabled, the total Single Event Upset went to 0.  Indicating that all single-bit upsets and multi-cell upsets were corrected by the ECC.  Which indicates that none of the multi-cell upsets that occurred with ECC enabled resulted in multi-bit upsets in the same data words; if they had, the SEU FIT rates would have been > 0, since the ECC would have been unable to correct them.


Summary of Benefits

&,

1. Virtually zero SER.
2. 100% utilization of data path for working data.
3. Better efficiency.

4. Simplified controller design / broader controller
options.
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To summarize.

On-chip ECC provides virtually zero SER.  ��We say “virtually” because even though the SER testing with ECC on showed an SEU Fit Rate of 0, there is still a non-zero statistical probability that some SER events will result in multi-bit upsets in the same data word.  Taking that into account, we still expect the SER FIT rate to be well less than one.

It provides 100% utilization of the data path for working data, versus the 72~90% utilization provided by external ECC implementations.

It provides better bandwidth efficiency versus external ECC implementations that protect data quantums larger than 18 bits.

And it simplifies custom controller design, and provides a broader range of options for 3rd party, off-the-shelf controllers.


&%n(unnmcu
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